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“And us? No money, no people, nothing. We have only a conscience and a tiny

bit of power.” “If we fall, please still believe: the Bauhinia is still beautiful’.

Please don't abandon Hong Kong.”

— Quotes from “A Distress Call From Hong Kong”, manifesto letter disseminated by the operation’s
actors in November 2019, and purportedly written by alleged grassroots volunteers fighting against
the protesters’ “mob violence”.

Key Findings

>

In August 2019 a wave of websites and social media channels, called
“HKLEAKS,”” began “doxxing” the identities and personal information of
pro-democracy activists in Hong Kong. While the creators of these sites

and channels claimed that HKLEAKS was the product of local volunteer
communities, several indicators suggest a coordinated information operation
conducted by professional actors in alignment with Chinese state interests.

The core campaigh employed strong operational security measures, going to
great lengths, and using significant skills and resources, to hide the identity of
its actors.

Active maintenance of the operation stopped by mid 2021, once most of the
campaign’s targets had been arrested or exiled, with almost all the linked
assets ceasing their activity or changing their focus. This, combined with
other suspicious signals we have detected, is characteristic of an artificial
campaign and not of an organic, community-driven effort, which typically
trails off gradually.

This operation is a clear example of a multi-faceted approach to information
operations, that not only disseminates content designed to influence
opinions, but also uses intimidation tactics — such as doxxing — intended to
suppress the targets’ activities.

While a conclusive attribution cannot be attained at this stage, we identify
circumstantial evidence that suggests the campaign operators held links to
mainland China.

This is most likely a reference and a response to the use of the “Black Bauhinia” flag, a modified
version of the Hong Kong flag with the flower having withered or bloodstained petals adopted by
the protesters as their symbol.

We refer to HKLEAKS (capital letters) as the overall campaign, as opposed to the individual domains
it deployed.



Summary

In August 2019, at the height of the Anti-Extradition Bill protests that rocked Hong Kong,
a series of websites branded “HKLEAKS” began surfacing on the web. Claiming to be run

by anonymous citizens, they systematically exposed (“doxxed”) the personal identifiable
information of protesters, journalists, and other individuals perceived as affiliated with
the protest movement. A number of analyses [1, 2, 3, and more] over the subsequent
months and years, as well as individual observers, surfaced several peculiar features of

this operation, from the dodgy Russian-based hosting of its web domains, to the synergy

with Chinese state media, to the suspicious sourcing of the data used for the doxxing.

In this report:

1. We conduct a forensic analysis of the entire identifiable digital footprint of the
HKLEAKS campaign

2. We map:
* its confirmed assets;
* its tactics;
* its connections to a broader supporting network; and

* the discrepancies between its operators’ claims and the available evidence
3. We focus our analysis on the research question: what is the real nature of the
HKLEAKS campaign?

Finally, we surface new circumstantial evidence tilting our conclusions towards the
hypothesis that HKLEAKS had a direct connection to mainland China, despite claims
it was conducted by “anonymous netizens” based in Hong Kong.

The remainder of this report is structured as follows:

1. A context section summarizing the historical context for the 2019-2020 Hong Kong
protests

2. Anintroduction to the HKLEAKS campaign

3. The main analysis, revolving around our overarching research question on the actual
nature of the HKLEAKS campaign. This section is broken down into:

* The research question

* Ananalysis of the competing hypotheses we examined against the research question

* Four analytical assessments [1, 2, 3, 4], and the further breakdown of the evidence
supporting each of them

4, Conclusions

5. Finally, an extensive Appendix containing content samples, technical indicators, and
other evidence we have collected over the course of our research


https://www.aspistrategist.org.au/doxxing-the-pro-democracy-movement-in-hong-kong/
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Context
Anti-Extradition Bill Protests (2019-2020)

In February 2019, the Hong Kong government proposed a bill regarding extradition, which
would establish a mechanism for transfers of fugitives to mainland China, Taiwan, and
Macau. The government claimed the proposal was necessary as a result of a murder case
which took place in Taiwan, where the suspect returned to Hong Kong and could not be
extradited to Taiwan due to a lack of extradition treaties. The proposed bill was controver-
sial because it also facilitated extradition to mainland China, which has a fundamentally
different judicial system than Hong Kong. Critics claimed that it would endanger freedom

of speech and civil liberties enjoyed in Hong Kong as people could be subject to arbitrary
detention and unfair trials.

The business community, legal sector, human rights groups, and opposition parties
expressed concerns for the proposed bill. The first protest occurred on March 31, 2019,
followed by several more in April and May. Despite a massive protest on June 9, where

some estimates put the attendance at over a million people, the government announced
it would continue the second reading of the bill on June 12,2019 as originally planned.
On June 12, protesters successfully stalled the second reading of the bill by gathering
outside the government headquarters. The police, however, used tear gas, rubber bullets
and bean bag rounds to disperse the protesters and were widely condemned for the use

of excessive force. After June 12, the focus of the protests expanded beyond the extradi-
tion bill to include holding the police accountable for excess brutality and use of force.
With public opinion increasing against her, Chief Executive Carrie Lam announced she
would “suspend” the second reading of the bill on June 15. Concerned that this was
merely a temporary “suspension”, and not a full withdrawal of the bill as demanded,
another protest occurred the next day, on June 16, with the participation of over two
million people.

With the bill still not fully withdrawn, the protests continued to escalate, taking place
during the annual pro-democracy march on July 1, 2019, where protesters took over
the Legislative Council by breaking through glass doors. In July and August, there were
almost daily occurrences of protests, and clashes with the police who often used exces-
sive force to repress the protests.

On September 4, Lam announced the formal withdrawal of the extradition bill, but at this
point the goals of the protests had broadened beyond the withdrawal of the bill, in large
part because of the government’s tactics to repress the protests, and centered around
these five demands:


https://www.bbc.com/news/world-asia-china-47810723
https://www.vox.com/world/2019/6/9/18658650/hong-kong-protest-march-china-extradition-bill-2019
https://www.amnesty.org.uk/press-releases/hong-kong-excessive-police-force-against-peaceful-protesters-condemned
https://www.nytimes.com/2019/06/13/world/asia/hong-kong-extradition.html
https://www.theguardian.com/world/2019/jun/15/hong-kong-leader-carrie-lam-extradition-bill-delay-protests-china
https://www.cnn.com/asia/live-news/hong-kong-protests-june-16-intl-hnk/index.html
https://edition.cnn.com/2019/07/01/asia/hong-kong-july-1-protest-extradition-intl-hnk/index.html
https://www.nytimes.com/video/world/asia/100000006602584/hong-kong-police-protest-video-investigation.html
https://www.nytimes.com/video/world/asia/100000006602584/hong-kong-police-protest-video-investigation.html
https://www.scmp.com/yp/discover/news/hong-kong/article/3065950/hong-kong-protests-what-are-five-demands-what-do

1. Withdrawal of the extradition bill
2. Retraction of the “riot” characterisation for protests
3. Release and exoneration of arrested protesters

4. Establishment of an independent commission of inquiry into police conduct and
use of force

5. The resignation of Carrie Lam and the implementation of universal suffrage for
Legislative and Chief Executive elections

The protests continued, even when the government invoked the Emergency Regulations
Ordinance to ban the use of face masks in public gatherings in order to make it difficult for

protesters to protect their identity. Student protests and sieges of universities occurred

in November. The District Council elections, an election for the local councils of the 18

districts in Hong Kong, and the only election in Hong Kong where every citizen gets to
vote, and thus widely seen as a referendum on the government, had record high voter
turnouts, and saw the landslide victory of the pro-democracy camp.

As a result of the COVID-19 pandemic, the protests ceased in early 2020. In May 2020,
Beijing announced plans for a national security law for Hong Kong, entirely bypassing

the Hong Kong government and the public, even though this was supposed to be legis-
lated by the Hong Kong government. The People’s Republic of China’s National People’s
Congress Beijing promulgated the national security law for Hong Kong on June 30, 2020.
As a result of the combination of the COVID-19 pandemic and the national security law,
protests died down in 2020.

Violent Incidents and Repression

Reports of police violence and excessive use of force were widespread throughout the
protests. Experts claimed that the police had violated their own guidelines, and even

international human rights laws and standards, in many incidents during the protests.
Verifiable footage shows indiscriminate use of crowd control weapons, disregard for
public safety, and mistreatment of detainees.

* A particularly important moment took place on July 21,2019 in Yuen Long, in the

New Territories. The police failed to stop likely triad members from indiscriminately

hitting protesters, even after repeated calls for help.

+ Despite receiving over 24,000 emergency calls that night regarding the incident,
the police took more than 30 minutes and arrived immediately following the
departure of the triad members

+ Peoplewere outraged at the incident not only as a result of the late arrival of the

police, but also due to the shutdown of nearby police stations and the refusal


https://edition.cnn.com/2019/10/04/asia/hong-kong-face-mask-ban-meeting-intl-hnk/index.html
https://www.theguardian.com/world/2019/nov/18/hong-kong-university-siege-a-visual-guide
https://en.wikipedia.org/wiki/2019_Hong_Kong_local_elections
https://www.tandfonline.com/doi/abs/10.1080/00927678.2021.1903779?journalCode=vasa20
https://www.bloomberg.com/news/articles/2021-06-01/hong-kong-protests-fall-silent-under-never-ending-covid-rules#xj4y7vzkg
https://www.bbc.com/news/world-asia-china-52765838
https://www.amnesty.org/en/latest/news/2019/09/hong-kong-protests-explained/
https://www.washingtonpost.com/graphics/2019/world/hong-kong-protests-excessive-force/
https://www.amnesty.org/en/latest/press-release/2019/09/hong-kong-arbitrary-arrests-brutal-beatings-and-torture-in-police-detention-revealed/
https://www.bbc.co.uk/news/world-asia-china-49071502
https://www.nytimes.com/video/world/asia/100000006624535/hong-kong-protest-police-triad-investigation.html
https://www.washingtonpost.com/world/hong-kong-protesters-occupy-airport-taking-message-to-visitors/2019/07/26/f4b2ea62-af6b-11e9-9411-a608f9d0c2d3_story.html

of police to intervene when bystanders approached for help

This particularincident resulted in insinuations in the protest movement, as well
asin international observers, that the Hong Kong authorities, acting as a proxy
for the Chinese government, would employ third-party actors (the triads, in
this case) to maintain a thin veil of plausible deniability in the repression effort?

* Another key moment occurred on August 31,2019, when violence further escalated

and this time the police themselves indiscriminately attacked passengers and

protesters in a subway station.

*

Videos and photos showed the police clubbing and pepper spraying those at

the station and in the train

* The Hong Kong authorities’ refusal to take accountability following these incidents

generated considerable concern and dissatisfaction not only within the protest

movement, but also the broader international community.

*

In a rare moment, then Chief Secretary Matthew Cheung initially apologized for
the delayed police response on July 21 in Yuen Long and said that “the police’s
handling fell short”, but then backtracked after pressure from police unions,
claiming that the police had “fulfilled its duties in maintaining social order under
enormous stress at this difficult time”

Chief Executive Carrie Lam continued to outright reject the call for an indepen-
dent commission of inquiry into police conduct and use of force, one of the five
demands of protesters

As of today, no police officers are known to have been disciplined or prosecuted

for excessive force during the protests

Doxxing of Police Officers by Protesters

Despite a large number of filed complaints, in practice, the police have not been held

accountable for their role in the violence of the 2019 protests. Startingin June 2019, police

officers stopped wearing warrant cards on their uniforms and refused to produce them

when requested, making it impossible to identify them individually. Some also began

hiding their faces by applying a one-way-mirror privacy film to their helmets’ visors. In

contrast, in December 2019 the government invoked an emergency law to ban the use

of face masks by protesters in public gatherings. By December 2019, 1400 individual

complaints against police officers had been made; however, none had been formally

prosecuted by the authorities. Itis in this context that some protesters resorted to doxxing
police officers.

3

See also Ong, Lynette. 2022. “Outsourcing Repression”. Oxford University Press.


https://www.youtube.com/watch?v=xG8zzs3KWbw&ab_channel=HongKongFreePress
https://hongkongfp.com/2019/09/01/violence-erupts-across-hong-kong-police-fire-warning-shots-mtr-closes-5-lines-officers-storm-train-carriage/
https://www.hrw.org/news/2020/11/19/still-no-accountability-hong-kongs-police-force
https://www.reuters.com/article/cnews-us-hongkong-extradition-protests-idCAKCN1UM040-OCATP
https://www.reuters.com/article/us-hongkong-protests-police-idUSKBN22R0S8
https://hongkongfp.com/2019/06/21/hong-kong-activists-complain-police-failed-display-id-numbers-security-chief-says-uniform-no-room/
https://asia.nikkei.com/Opinion/Hong-Kong-protesters-are-naming-and-shaming-police-officers
https://asia.nikkei.com/Opinion/Hong-Kong-protesters-are-naming-and-shaming-police-officers
https://edition.cnn.com/2019/10/04/asia/hong-kong-face-mask-ban-meeting-intl-hnk/index.html
https://asia.nikkei.com/Opinion/Hong-Kong-protesters-are-naming-and-shaming-police-officers
https://asia.nikkei.com/Opinion/Hong-Kong-protesters-are-naming-and-shaming-police-officers
https://asia.nikkei.com/Opinion/Hong-Kong-protesters-are-naming-and-shaming-police-officers

In this report we define doxxing as the search for and the publication of an individual’s
personal data on the Internet with malicious intent.* In this particular case, protesters
sought to expose the identity of individual police officers who were identified as respon-
sible for unchecked abuses.

The doxxing of police officers mainly occurred on the messaging app Telegram, on LIHKG,

a discussion forum that is often referred to as “the Hong Kong version of Reddit”, and
via dedicated websites such as hkchronicles[.]Jcom. The personal information revealed
included (but at times was not limited to) the officers’ phone numbers, social media
accounts, addresses, dates of birth, and family members. The Privacy Commissioner
for Personal Data said that complaints filed to its office increased between June and
September 2019, and that 70% of cases involved police officers. It is important to note
that many protesters who have been doxxed likely did not file a complaint, given that the
police would have been responsible for the investigation and prosecution.

As a countermeasure, the Hong Kong High Court granted two injunctionsin 2019 and 2020
to specifically protect police, judicial officers and their families from being doxxed. Finally,
in September 2021 Hong Kong’s legislature passed the bill introducing anti-doxxing legis-

lation. Applying hefty fines of up to HKS1 million, and up five years in prison, the new
law gave significant additional powers to the Office of the Privacy Commissioner for
Personal Data (PCPD), which included, for example, the ability to block websites, apply
for warrants to enter and search premises and seize materials for investigation, but also
provide warrantless access to seized electronic devices. Critics immediately highlighted

how this bill was designed to prevent the doxxing of police officers, leaving the protesters’
side effectively unprotected, if not more vulnerable, given the apparent lack of interest
by the authorities in prosecuting doxxing when committed by pro-Beijing groups; and
tech companies had warned how its implementation could force them to abandon their
operations in the Special Administrative Region (SAR).

HKLeaks

In August 2019, a new website called “HKLEAKS” (with an initial domain at hkleaks|.]
org) caught the public’s attention as it anonymously “doxxed” alleged protesters,

exposing their Personal Identifiable Information (PIl) via a series of doxxing cards. These
were essentially small graphic boxes, prominently displaying the target’s picture (when
available), accompanied by textual information such as the person’s date of birth, home
address, social media profiles, phone numbers, and often more.

4 Tsui, Lokman. 2020. “Doxxing and press freedom in Hong Kong.” Media Asia 47 (3-4): 172-173. https://
www.tandfonline.com/doi/full/10.1080/01296612.2020.1850000.
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https://www.reuters.com/world/asia-pacific/hong-kong-legislature-passes-controversial-anti-doxxing-privacy-bill-2021-09-29/
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The website was almost immediately denounced by the protest movement and its
supporting online community. As the website quickly went down — to date the cause

remains unclear — it was immediately replaced with a stream of new websites hosted
on domains that all used the same “hkleaks” naming convention, as we will illustrate in
detail later in this report.

The PCPD of Hong Kong responded to a media inquiry filed in regards to them on
September 17, 2019. In its response, the PCPD acknowledged that the website (in its
different domain permutations) “clearly violated Article 64 of the ‘Privacy Ordinance’,
‘Disclosure of personal data obtained without the consent of the data user is an offense;”
and referred the case to the police for the opening of a criminal investigation, “including
investigating the information of the operator of the website involved and considering prose-
cuting.” However, the PCPD had already previously admitted that “the domain name of
the website involved in the "documentation" is registered outside Hong Kong (namely

Russia), and the server of the website is not located in Hong Kong. The Personal Data

(Privacy) Ordinance ("Privacy Ordinance”) has no extraterritorial jurisdiction. Therefore,
the PCPD does not have the legal power to compel relevant organizations outside the terri-
tory (including companies that assign domain names and companies that provide servers)
to provide information about the website operator”.

Analysis

Research Question

As successive versions of the website were rapidly launched, and most were quickly
removed, what remained consistent was the claim by their operators of being a grass-
roots organization, composed by Hong Kong citizens concerned and exhausted with

the protests.

We therefore considered the research question: What was the nature of the HKLEAKS
campaign?

The following are the four hypotheses reviewed against this question.

1. HKLEAKS was an authentic grassroots movement as claimed by its operators. It
was generated by Hong Kong residents in response to street protests that had heavily
disrupted the city’s life. It was not directed or sponsored by, and/or coordinated with
governments or other organizations.

2. HKLEAKS was an artificial campaign created and conducted by a private or
governmental actor in Hong Kong (with some possible engagement by organic,


https://twitter.com/pHil46cOr1015/status/1208970123492515841
https://www.pcpd.org.hk/tc_chi/news_events/media_enquiry/enquiry_20190917.html

sympathetic online communities). It supported pro-Beijing political lines, but was
run by a local entity independently from any direct sponsorship or coordination from
the People’s Republic of China (PRC).

3. HKLEAKS was an artificial campaign created and conducted by the Chinese
government, or an organization on its behalf (with some possible engagement
by organic, sympathetic online communities). While the latter may also include
an organization or governmental entity in Hong Kong, the difference between this
hypothesis and #2 is a direct responsibility of the PRC on the generation and conduc-

tion of the operation.

4. HKLEAKS was an artificial campaign created and conducted by another nation-
state or their proxies. Motives could also include blaming China for it, or building
a false or exaggerated narrative on its will to squash any dissent in Hong Kong, both
online and offline.

Analysis Of Competing Hypotheses (ACH)

We reviewed the collected evidence utilizing a structured analytical method — a standard
matrix for the Analysis of Competing Hypotheses (ACH) — designed to show the degree

of consistency or inconsistency of a piece of evidence against alternative research
hypotheses.

Legend
v consistent with [hypothesis]
X inconsistent with [hypothesis]

— could be consistent or inconsistent with [hypothesis]

The evidence is presented in the first column, while the competing hypotheses are repre-
sented in columns 2-5.


http://www.pherson.org/PDFFiles/ACHTutorialRevised11Mar07.pdf

What was the nature of the HKLeaks campaign?

HYPOTHESES

EVIDENCE

E1l. “Bulletproof” operational security

E2. Time coincidence with Twitter’s
removal of a Chinese state-sponsored 10

E3. Synchronized timeline of activity
between the different components, and
with the Blue Ribbon network

E4. Matching layouts and language with
the Blue Ribbon network, which included

Chinese governmental websites

ES. Use of a Russian registrar

E6. Use of other inauthentic tactics (i.e.
“distress call” letter spread by fake
accounts) to promote network

E7. Use of multiple platforms, including
dissemination on social media

ES8. Activity almost completely ceased
with the stop to the street protests

E9. Strong similarities between HKLeaks
and HongKongMob, bounty campaign on
the same model as the HK-sponsored 803

Fund

E10. Javascript code used by HKLEAKS
contained Mandarin words and acronyms
in Hanyu Pinyin spelling

E11. Multiple reports of doxxing

where the published information was
exclusively in the availability of the
Chinese and/or Hong Kong government

H2. Inorganic,run  H3. H4. Inorganic,
Grassroots by state-spon- Inorganic, other
movement, sored private China state-spon-
completely entity or directly state-spon-  sored
organic by government sored
authorities in HK
X v v v
X X v X
= v v v
= v v X
X v v v
X v v v
v v v v
X v v X
= v = X
X X v X
X v v X



The analysis led us to the following conclusions:

H2. INORGANIC, INDEPENDENTLY RUN BY
PRIVATE ENTITY OR GOVERNMENT AUTHORITIES
IN HK

H1. GRASSROOTS MOVEMENT, COMPLETELY
ORGANIC

Low-Likelihood Scenario

o All the technical and behavioral
signatures of the campaign point away
from this hypothesis.

+  The only piece of evidence consistent with
it does not exclusively match an organic
effort, but would rather support any of the
four hypotheses.

H3. INORGANIC, CHINA STATE-SPONSORED

Most Likely Scenario

+  The majority of the evidence that we have
identified is consistent with the hypothesis
of a state-backed influence operation.

o The timing coincidence between the
removal of a Chinese state-sponsored
10 by Twitter in July/August 2019, and
the start of the HKLEAKS campaign, is
an indicator tilting the analysis towards
HKLEAKS being backed by the Chinese
government.

o Javascript code used by HKLEAKS
contained Mandarin words and acronyms
in Hanyu Pinyin spelling, typical of
mainland China.

o Some doxxing used privileged
information, only available to the Hong
Kong and/or Chinese authorities.

+ Itis possible that the campaign also
benefited from some degree of organic
engagement by sympathetic online
communities.

Likely Scenario

The majority of the evidence that we have
identified is consistent with the hypothesis of
a state-backed influence operation.

The similarities in layout and language
between HKLEAKS and the anonymous
bounty campaign HongKongMob, which in
turn closely resembled the example overtly
set by the Hong Kong-based 803 Fund, could
indicate an HK-based (artificial) campaign.

Itis possible that the campaign also benefited
from some degree of organic engagement by
sympathetic online communities.

Some doxxing used privileged information,
only available to the Hong Kong and/or
Chinese authorities.

H4. INORGANIC, OTHER STATE-SPONSORED

Low-Likelihood Scenario

Consistent with the technical signatures of the
HKLEAKS campaign.

However, no piece of evidence specifically
supports this hypothesis against the others:
in other words, all the evidence potentially
in support of HKLEAKS being a deceptive
campaign run by another nation-state could
also be consistent with one or more of the
other hypotheses.

Additionally, multiple pieces of evidence
point against this scenario.



In the following sections, we break down the evidence, and outline the analysis leading
us to the above conclusions.

Assessment #1: HKLEAKS was an Artificial Campaign

a. Designed to be Unattributable

HKLEAKS was a carefully crafted campaign, designed to avoid attribution.

A total of at least 25 web domains were used, all mirroring identical content. They were
created and published in a relatively rapid sequence (see the related section). For a few
additional domains, despite their use of the same HKLEAKS naming convention, we could

not conclusively confirm they were used for the doxxing operation.

The first HKLEAKS domain to be registered as part of the operation, in mid August 2019,
was hkleaks[.]Jorg. Early observers quickly noticed that its setup followed strict opera-
tional security guidelines meaning the owners of the domain went to great lengths to
hide their own identity and affiliations and clearly possessed security and privacy skills.
This remained a consistent feature throughout the entire operation:

* All domain registrations but four were strictly privacy-protected, therefore

anonymizing the information of their registrants

* Forthefourdomain registrations with some visible personal data, we assess that the

information provided was most likely inauthentic

+ Three domains contained Japanese identifiers® that do not appear to corre-
spond to real individuals or organizations

¢ One used a Hong Kong persona with a placeholder name (San ChiNan) akin to

“John Doe” in English

+ All four had anonymous email addresses associated with the registrations.

* Furthermore, the majority of the HKLEAKS domains were registered through
DDoS-Guard, a dodgy Russian-based registrar notorious for offering protection to

harmful actors

* DDoS-Guard, facing substantial pressure to block the doxxing websites, refused to do
so, addressing the requests in a short series of dismissive tweets in 2019 [1] [2] [3] [4].

5 We define “identifiers” as unique data points potentially pointing to realindividual or organizational
identities, such as: email addresses - other than the anonymous ones advertised by the actors;
tracking codes; phone numbers; usernames; or more.


https://www.france24.com/en/20200918-anonymous-site-ramps-up-doxxing-campaign-against-hk-activists
https://www.france24.com/en/20200918-anonymous-site-ramps-up-doxxing-campaign-against-hk-activists
https://www.google.com/search?q=%E7%94%B3%E6%99%BA%E8%83%BD&client=firefox-b-d&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjZk96b_oj_AhXhgf0HHYF4AiEQ_AUoAXoECAEQAw&biw=1388&bih=782&dpr=2
https://www.google.com/search?q=%E7%94%B3%E6%99%BA%E8%83%BD&client=firefox-b-d&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjZk96b_oj_AhXhgf0HHYF4AiEQ_AUoAXoECAEQAw&biw=1388&bih=782&dpr=2
https://krebsonsecurity.com/2021/01/hamas-may-be-threat-to-8chan-qanon-online/
https://krebsonsecurity.com/2021/01/hamas-may-be-threat-to-8chan-qanon-online/
https://twitter.com/DDoSGUARD/status/1182342365022957569
https://twitter.com/DDoSGUARD/status/1182332616684572676
https://twitter.com/DDoSGUARD/status/1182644708167819264
https://twitter.com/DDoSGUARD/status/1182567311326220288

DDoS-Guard Ltd.
@DDoSGUARD

#HKLeaksChronicles. Despite of being constantly dragged into the
#HKProtests story, we stay out of politics. We receive thousands of
abuses claiming that our customer #HKLeaks violates the law. No legal
proofs, though. (But still, the presumption of innocence, remember?)

7:09 pm - 10 Oct 2019

Figure 1: Example of tweet by the verified DDoS-Guard Ltd. account (@DDoSGUARD) dismissing
requests to drop hosting of “our customer #HKLeaks” due to violations of applicable laws. Note
that the tweet was published on October 10, 2019, at which stage at least 14 different HKLeaks

domains had already been registered and hosted by DDoS-Guard.

* As mentioned above, the PCPD of Hong Kong, responding to a media inquiry in

September 2019, acknowledged that the jurisdiction in which the website had been
registered was the main obstacle to its enforcement of the Personal Data Privacy
Ordinance, which hkleaks[.]Jorg “clearly violated”. The PCPD opinion was not legally
binding, but it did show that DDoS-Guard’s arguments, one month later, about a
“presumption of innocence” had been made in bad faith.

* The only HKLEAKS domain that remains visible in 2023 — hkleaks[.]pk — had its

registration data wiped out. It currently only shows the Domain Name Server (DNS)
it points to — owned by DDoS-Guard — but nothing on the registrant individual or
organization

* Additionally, the only two email addresses published as contacts by HKLEAKS

(hkleaks@yandex[.]Jcom and hkleaker@yandex[.]Jcom) were both registered on
a Russian free email provider, Yandex. This placed them once again outside of the
Hong Kong law enforcement jurisdiction.

Finally, we have reviewed the HTML structure of the websites associated with the

HKLEAKS domains, and systematically searched for identifiers in their source code. We

have conducted the analysis using the following techniques:

1.

Crawled all the available websites’ versions (both the only surviving live website,
hkleaks[.]pk, and the archived versions of the other domains available on the

Wayback Machine) to extract identifiers, and manually review them

Sifted through the social media dissemination of its content - also to extract identi-
fiers, and manually review them

Analyzed the HTML code structure of the websites


https://twitter.com/DDoSGUARD/status/1182342365022957569
https://www.pcpd.org.hk/tc_chi/news_events/media_enquiry/enquiry_20190917.html
https://archive.org/web/

As aresult:

* We could not locate any identifiers within any of the websites’ code

* We can assess that even in their most developed versions, the websites’ structure
was barebone, with the probable intention to reveal as little information as possible
beyond what was intended by its operators. It included:

+ ahomepage with the mentioned header and a sample of the doxxing cards;

¢ asplash page with a “Solemn Statement” (a manifesto concerning the purpose
of the website, available in both Chinese and English);

+ asection with the full list of individuals being doxxed; and
¢ asearch module.

* The websites’ source code also did not include any distinctive elements allowing the
identification of an off-the-shelf template being used.

The online footprint of HKLEAKS was therefore conceived by operators with suffi-
cient planning and technical expertise to avoid attribution.

b. Persistent

Advanced Persistent Threats (APTs) — “prolonged, aimed attack([s] on a specific target
with the intention to compromise their system and gain information from or about that
target” — include one characteristic that is pertinent in this investigation: persistence.
This attribute denotes the actor’s ability and willingness to be resilient to change,
and to conduct its attacks long-term in order to pursue a predetermined objective.

The whole HKLEAKS campaign was actively maintained for approximately two
years, from August 2019 to May 2021, when a Twitter account claiming to represent

the network and promoting the doxxing content, @FansClu80167330, ceased its activity.
In this span of time, HKLEAKS:

* doxxed approximately 2,800 individuals;
* regularly updated its websites’ content;

* hopped between at least 25 different web domains, moving through two different

layout types, and eventually morphing the website’s structure to also incorporate
pro-Beijing political news and commentary;

* created, managed, and updated at least one Twitter account promoting the websites’

doxxing content; and

* created, managed, and updated at least 24 Telegram channels promoting the
websites’ doxxing content,

* Note: we retain the list of identified Telegram channels, as well as refraining from


https://www.malwarebytes.com/blog/news/2016/07/explained-advanced-persistent-threat-apt

showing the related doxxing content, due to the particularly private nature of
most of the information therein contained.

Additionally, it is likely that HKLEAKS disseminated and promoted doxxing content
through a number of other platforms, where the network’s presence did not use the same
naming convention, but rather personal accounts purported to belong to real individ-
uals. Examples of such platforms include the instant messaging app WeChat; and the
microblogging platform Weibo. It was also observed that social media platforms such
as Twitter (and, potentially, Facebook and Instagram) had started blocking links to the
HKLEAKS domains early on during the campaign. This likely limited the spread of the
campaign through such platforms.

Finally, it should be highlighted that the most recently created domain, hkleaks[.]pk, is
still online to this day, albeit not updated since 2021.

In summary, HKLEAKS demonstrated the following features:

1. The ability to branch out across multiple platforms to ensure the campaign’s resil-
ience against alleged attacks aimed at taking their websites offline.

2. The capability and willingness to maintain a consistent flow of content for close to
two full years.

¢ Justusingthe only still visible HKLEAKS domain (hkleaks[.]pk) as an example,
by reviewing its 807 captures (as of May 2023) in the Wayback Machine we can

observe regular updates of both its layout, and content.

3. The ability to preserve complete anonymity (akin to the stealthy behavior of APTs)
throughout the campaign — as seen in the previous section.

While the operators’ behavior and methods are certainly different from that of an APT,
the campaign’s persistence denotes the attributes of activity that is externally driven,
has a strategic objective, and is prepared for resilience against rapidly changing and
adverse conditions.

c. Similar to Other Fake Grassroots Campaigns

The claim by HKLEAKS of being a grassroots campaign, created by a group of Hong
Kong citizens who “believe [...] that rule of law is a core value of Hong Kong society”
— as they declare in their “Solemn Statement” manifesto, and as opposed to the

allegedly illegal behavior of the protesters — is also a known tactic historically used
by inorganic campaigns.

In combination with the other characteristics presented in this report, we assess that
it was likely that the HKLEAKS campaign was falsely labeled a grassroots campaign.


https://twitter.com/_DanielSinclair/status/1175523862861230080?s=20
https://web.archive.org/web/20230000000000*/hkleaks.pk

Multiple examples of such behavior have been surfaced by research on information opera-
tions over recent years. We present three examples of this scenario below.

1. In December 2019 — coincidentally, in concomitance with the peak of the HKLEAKS
activity — Twitter announced the removal of approximately 6,000 profiles engaging
in an information operation attributed to a private company based in Saudi Arabia.
A parallel analysis of this network conducted by the Stanford Internet Observatory
assessed that “the tweets [produced by the network] were designed to look like the
expressions of real people [...]. Social media marketing tactics are frequently misused
for influence operations and this behavior looks like it was trying to mimic grass-
roots enthusiasm (sometimes called “astroturfing”).”

2. InAugust2022, Meta reported on the removal of more than 1,000 Instagram accounts,
as well as 45 Facebook ones, “which targeted global public discourse about the war
in Ukraine.” The company’s analysts assessed that the operation “appeared to be a
poorly executed attempt, publicly coordinated via a Telegram channel, to create a
perception of grassroots online support for Russia’s invasion”.

3. InFebruary 2023, again Meta announced the removal of a “coordinated inauthentic
behavior” (CIB, the protocol that the company utilizes to define covert information
operations) network based in Serbia. The operation “targeted domestic audiences
across many internet services, including Facebook, Instagram, Twitter, and YouTube,
in addition to local news media to create a perception of widespread and authentic
grassroots support for Serbian President Aleksander Vuéi¢ and the Serbian
Progressive party.”

A common feature of all these operations is to mask the actions directed by an organi-
zation behind the facade of a grassroots community movement. They disguised their
actual operators, as well as their likely sponsors, behind inauthentic profiles purportedly
representing genuine supporters of the causes promoted by the operations.

Assessment #2: HKLEAKS had Plausible Links to Mainland
China

a. Javascript Code

We identified clues pointing to HKLEAKS potentially originating in mainland China.
An analysis of the Javascript files available on the HKLEAKS websites revealed clues that
their developers likely spoke Mandarin. This is significant because Mandarin is the official
language (and the one predominantly used) in mainland China and Taiwan, as opposed
to Cantonese, used in Hong Kong and Macau.

Specifically, two terms in commented-out code within the file gdlb.js (“jinlai”, for 3K , to
enter; and “chuqu”, {2, to leave) are pinyin (the standard system of romanized spelling


https://blog.twitter.com/en_us/topics/company/2019/new-disclosures-to-our-archive-of-state-backed-information-operations
https://fsi.stanford.edu/news/smaat-twitter-takedown
https://about.fb.com/news/2022/08/metas-adversarial-threat-report-q2-2022/
https://about.fb.com/wp-content/uploads/2022/08/Quarterly-Adversarial-Threat-Report-Q2-2022.pdf
https://about.fb.com/news/2023/02/metas-adversarial-threat-report-q4-2022/
https://web.archive.org/web/20210302224447js_/https://hkleaks.pk/static/js/gdlb.js
https://www.oed.com/view/Entry/144348

for transliterating the Chinese language, adopted officially by the People's Republic of
China in 1979) of Mandarin. The file’s name, “gdlb”, is likely to be an acronym for "gun
dong lun bo", which in turn is pinyin for JZ# %1% , “scroll and slideshow”.

Also, the preferred language used by web developers in Hong Kong would tend to be
English, as part of the known code switching between that language and Cantonese.

// $('.swiper-container') .on ({

// mouseover: function () {

// console.log("jinlai");
o swiper.autoplay.stop();
// o

// mouseout: function () {

// console.log("chuqu") ;

// swiper.autoplay.start ()
// }

/7 })i

Figure 2: Snippet of Javascript code within the file gd\b.js, showing two Mandarin terms (“jinlai”
and “chuqu”).

To further narrow down the attribution of this piece of code to a likely mainland Chinese
developer, we need to consider that the specific transliteration system utilized here is
Hanyu Pinyin, which is only widely used in mainland China, but not in Taiwan, where

Mandarin is used, but in Bopomofo spelling. Note: In Taiwan, Hanyu Pinyin is used

mostly for transliterating proper nouns only. Most people do not learn Hanyu Pinyin
and instead use Bopomofo to spell. In mainland China, Hanyu Pinyin is used to both
spell and transliterate.

b. Launch Of HKLEAKS Follows Shortly After Twitter's
Removal of a Disinformation Campaign from Mainland
China

Aninformation operation targeting the Hong Kong protests (as well as touching other
topics of interest to Beijing) and attributed to the Chinese government was removed
by Twitter in late July 2019. Its removal coincided with the launch of HKLEAKS. This
is likely to indicate that the latter represented an increase in the diversity of the
tactics to continue pursuing the attack towards the Hong Kong protest movement,
while avoiding enforcement by the host platforms.


https://www.researchgate.net/publication/227627801_Cantonese-English_code-switching_research_in_Hong_Kong_A_Y2K_review
https://web.archive.org/web/20210302224447js_/https://hkleaks.pk/static/js/gdlb.js
https://languagelog.ldc.upenn.edu/nll/?p=18808
https://languagelog.ldc.upenn.edu/nll/?p=18808
https://crptransfer.moe.gov.tw/files/pinyinshouce.pdf

On August 19, 2019, the Twitter Safety team published a blog post detailing the removal
of more than 900 accounts that the company conclusively determined to be “origi-
nating from within the People’s Republic of China (PRC).” The accounts in question
were directly connected to a much broader set of approximately 200,000 spam profiles
that were preemptively disabled by Twitter before they could engage in activity through
the company’s platform. These 900 were those which managed to artificially dissem-
inate content “deliberately and specifically attempting to sow political discord in
Hong Kong, including undermining the legitimacy and political positions of the protest
movement on the ground.”

The two datasets released by Twitter via the company’s Twitter Moderation Research
Consortium, in conjunction with the blog post, shed a light on the operation in question.
A preliminary analysis conducted by the International Cyber Policy Centre (ICPC) at the

Australian Strategic Policy Institute (ASPI) concluded that “the information opera-
tion targeted at the protests appears to have been a relatively small and hastily
assembled operation rather than a sophisticated information campaign planned well
in advance.” However, “research has also found that the accounts included in the infor-
mation operation identified by Twitter were active in earlier information operations
targeting political opponents of the Chinese government.”

We do not know for certain on what date Twitter had disabled the accounts, but a review
of the timestamps associated with the two sets made available by Twitter shows that the
last available tweets were posted on July 25, 2019, which is likely to be the date that the

block was applied.

Thefirst ever confirmed HKLEAKS domain, hkleaks|[.]org, was registered on August 16,
2019 — approximately three weeks after the Twitter takedown, and three days before
its announcement.

This timeline suggests that the domain registration was likely made in response to
the Twitter campaign takedown.

Beijing’s Official Governmental Social Media Accounts
Promote HKLEAKS

Finally, as previously reported, mainland China’s state media and other govern-
mental entities actively promoted HKLEAKS. This included not only China Central
Television (CCTV) encouraging its followers on Weibo to spread the word on the campaign,
but also official Weibo profiles for local Chinese governmental authorities doing so, even
using a dedicated hashtag — ##4# T H = &HERER B4 (“[List of Hong Kong Rioters
Unmasked] Hong Kong Rioters List”) — for that purpose, as in the following example:


https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong
https://www.aspi.org.au/report/tweeting-through-great-firewall
https://globalvoices.org/2019/09/19/china-central-television-urges-netizens-to-doxx-hong-kong-protesters-and-reporters/
https://m.weibo.cn/status/4418921383781032
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Figure 3: Promotion of the HKLeaks website (active at that time) via the ##%3E T~ H = & /B %1
F B # hashtag on Weibo in a post made by the official Weibo account for the People's Court of
Shizhu Tujia Autonomous County, Chongqing, China, on September 21, 2019. Translation: “Share!
Take note and recognize these faces! #listofHKriotersunmasked Lately, some internet friends have
produced a website called HK Leaks, in it there is a list of various rioters and HK "separatists". The
website is organized in three categories: "Poisonous fruit reporters" [a reference to Apple Daily
reporters], Hong Kong independence rioters, and those who want to see HK in chaos. They are all
organized and sorted by family name, so it is convenient for all of you to see their evil faces. Take
off their mask! Let's take action together! Share!”.
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Figure 4: Header of the official Weibo account for the People's Court of Shizhu Tujia Autonomous
County, Chongqing, China, responsible for the above post.

This behavior further indicates that the Chinese government was not only aware of
the HKLEAKS campaign, but also — at a minimum — actively supporting it.


https://m.weibo.cn/status/4418921383781032
https://weibo.com/u/3947588221
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Assessment #3: HKLEAKS Was Part of a Broader Coordinated
Campaign

HKLEAKS did not exist in a vacuum, but rather coordinated in various degrees with a
range of other entities, some showing an overt affiliation, others fully anonymous.
HKLEAKS and this network mutually benefited from reciprocal promotion. Certain
parts of the network’s approach demonstrate strong similarities with the HKLEAKS
modus operandi, and could have been run by the same operators.
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Figure 5: Diagram created by the authors of this report and representing the relationships
between HKLEAKS (red boxes) and the broader network that the campaign connects with (blue
boxes). The HKLEAKS domains also include their “hkleaker” permutations.

a. A Network Designed to Target Multiple Different
Audiences

As noted in previously published analyses, HKLEAKS was connected to a broader

network, self-styling as “Blue Ribbon” (from the symbol used by the faction supporting
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the Hong Kong police and opposing the protests), and advertised on one of its own
member websites, hongkongmob[.]Jcom. HKLEAKS connected to it in different ways,
and by different degrees. The portion of this network that was directly involved in the
opposition to the protests, implemented a diverse set of tactics and applied the same
anonymization measures (with one notable exception) deployed by HKLEAKS.

This network also appeared to be targeted at multiple different audiences. On top
of Hong Kong-targeted content, it included English content aimed at international
audiences, as well as links to mainland Chinese platforms directly controlled by the
Ministry of State Security.

telegramJgiE

telegramF¥4H

facebookE£ZH

facebook=H §

Figure 6: December 5, 2019 capture of the “Links” section of hongkongmob][.]Jcom, listing the
digital assets that the website’s operators dubbed as the Blue Ribbon network.

1. The Bounties

Bounty campaigns constituted the first part of the Blue Ribbon network. This was

a distinct operating model from the one used by HKLEAKS: it essentially crowdsourced
the doxxing, although for the stated purpose of leading to the targets’ prosecution by
the Hong Kong authorities.


https://web.archive.org/web/20191205060431/http://www.hongkongmob.com/links.html

This line of effort was divided into a covert version, showing some strong similarities
with HKLEAKS, and an overt one, claimed by one of the highest profile political figures
in Hong Kong.

The Covert Version
The website Hongkongmob[.Jcom was launched at the end of September 2019 and

offered bounties as rewards for information that helped the Hong Kong authorities

identify protesters. Like HKLEAKS, the website also claimed to represent a grassroots
movement and that their objective was to enable the prosecution of protesters.

Hongkongmob[.]com exhibited the same bulletproof anonymity as HKLEAKS. Its two
websites, .com and its shortly lived mirror .ru:

* No information visible for the related domains registration

* Russian-based hosting (for .ru)

* Contacts provided included three distinct email addresses from known anonymous

email providers

The websites’ launch was accompanied shortly thereafter by the dissemination of a post
made on the Chinese microblogging platform Weibo containing a purported “distress
letter from Hong Kong” (—1 3 B &FEBRIKES). In it, the authors claimed to be
“anonymous volunteers who founded the ‘Anti-Hong Kong Independence Violence

Volunteer Alliance’ and ‘Protect Hong Kong Volunteer Alliance’, two purportedly grass-
roots organizations created to fight back against “the violent mob” in Hong Kong.

The full text of the letter contains several notable passages. Among them:

1. The authors’ claim of being under attack by the protest movement: “Now, the
rioters are attacking us! They launched a "flooding" campaign against us on forums
promoting Hong Kong independence and nearly a hundred Telegram groups,
conspiring to take over our territory, destroy our alliance, and break our will! [...]
They forced the Privacy Commissioner to issue a warning to us, but they wantonly
exposed and harassed righteous people.”

2. The framing of the protesters as powerful and well equipped: “They have a propa-
ganda team, they have a technical department, they have fighters, they have a think
tank, they have a big boss behind them, but what they don’t have is a bottom line.”

3. The claim of being, in contrast, almost powerless in front of the “mob”: “And us?
No money, no people, nothing. We have only a conscience and a tiny bit of power.”

The Overt Effort
The bounty model, however, was not new to the broader anti-protests landscape when
HongKongMob was launched. A bounty platform had been set up around the same days
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as the first HKLEAKS assets in the form of the website 803[.]hk. This website, still visible
online although apparently no longer updated, also offered bounty rewards in return
for information on the identity and whereabouts of previously unidentified protesters.
It drew its name from the date of a protest incident that occurred on August 3, 2019, in
Tsim Sha Tsui, when a Chinese flag was removed from its pole and thrown into the sea.

803[.]hk was owned and operated by the 803 Fund, an organization overtly affiliated

with a high-profile Hong Kong political figure, CY Leung. In fact, Leung openly claimed
to be the Fund’s chairman in a post on his own Facebook profile on September 14,2019,
shortly after the launch of the 803 website:

CY Leung @
»‘yv' 13 September 2019 - Q

E7R1BRAERILLEZGHERMN 7. BELRETREN\SHEXEFRIEDABRG , RESEREN
803.hk BEERALAEMSE AT BIRMEERMRBRIATHOE S AMAE ., IBNRETREREREFA
BiEta,

803.HK
803.hk

Figure 7: Translation from the original caption: “Hong Kong independence activist and wanted
criminal Liang Jiping, who stormed into the Hong Kong Legislative Council on July 1, appeared
at Columbia University in the United States a few hours ago. The 803][.]hk fund, which | am
chairman of, is offering a bonus of HK$50,000 to anyone who can provide updated informa-
tion on this person's whereabouts. It is known that Liang Jiping is now a doctoral student at the
University of Washington.

CY Leung served as the Hong Kong Chief Executive from 2012-17, the highest political
office of the Hong Kong special administrative region (SAR). He has been serving since
2017 as a vice-chair of the Chinese People's Political Consultative Conference (CPPCC),
a political advisory body “that brings together representatives of China’s other interest
groups and is led by a member of China’s highest-level decision-making authority, the CCP’s
Politburo Standing Committee” (source). As a Chief Executive, Leung had dealt with the
2014 “Umbrella movement” — peacefully protesting the new electoral law that added,

among other controversial reforms, a requirement for selective pre-screening of candi-
dates in the Chief Executive elections — by taking the extraordinary step to declare the
protests illegal, and approving their repression by the police.

Funding for the bounty rewards offered on 803[.]Jhk was claimed on the website itself to

be coming from the “private sector”, with no additional details provided.

Il. Mainland China Campaigns

Secondarily, the Blue Ribbon directory advertised by hongkongmob[.]Jcom also included
platforms and groups that linked back to mainland China.



https://www.scmp.com/news/hong-kong/politics/article/3024612/website-offers-hk1-million-helping-track-down-those
https://www.facebook.com/100010574583275/posts/pfbid0tzjMWAKZQUZhnr7z5pcgyQT2aPQhJ5v4BsZDNMepASL8G5TdV51roP1DWDDLpfHFl/
https://www.facebook.com/100010574583275/posts/pfbid0tzjMWAKZQUZhnr7z5pcgyQT2aPQhJ5v4BsZDNMepASL8G5TdV51roP1DWDDLpfHFl/
https://www.uscc.gov/sites/default/files/Research/China%27s%20Overseas%20United%20Front%20Work%20-%20Background%20and%20Implications%20for%20US_final_0.pdf
https://hongkongfp.com/2017/06/14/2014-occupy-protests-difficult-challenge-tenure-says-hong-kong-chief-cy-leung/
https://hongkongfp.com/2017/06/14/2014-occupy-protests-difficult-challenge-tenure-says-hong-kong-chief-cy-leung/
https://www.scmp.com/news/hong-kong/article/1603511/hong-kong-government-resolutely-opposed-occupy-central-says-chief
https://www.scmp.com/news/hong-kong/article/1603511/hong-kong-government-resolutely-opposed-occupy-central-says-chief
https://www.abc.net.au/news/2015-09-28/timeline-hong-kong-umbrella-movement-one-year-on/6802388

We could not identify evidence of direct involvement by these assets in the anti-pro-
tests effortsin Hong Kong. Their presence in the Blue Ribbon directory is more likely
to signal the HongKongMob’s operators’ intent to align their own efforts with govern-
mental campaigns in mainland China, thus increasing their legitimacy in the eyes
of their audience.

* Afirst set included two government websites run by the Chinese Ministry of State

Security, and promoting campaigns for the reporting of threats to the country’s
national security [1] [2]

+ Nothing on those two websites relates to the Hong Kong context

+ However, the resemblance between their campaigns (soliciting identifiable
information about individuals considered as national security threats) and,
especially, the Hong Kong bounty campaigns (hongkongmob[.]Jcom and 803[.]
hk) is significant. It may at least indicate an effort by the latter to imitate what
was implemented in mainland China to squash dissent.

* Asecond group of links directed to a known online community, Di Ba (also known as

D8 or Tieba). The Blue Ribbon directory included links to two Facebook groups using
the naming convention “TENIEFR R EEHZ” (Diba Central Group Army).

¢ “DiBa” is a term that became known in January 2016, when an online forum

community with that name emerged as an online activism force after it targeted
real or perceived pro-independence Taiwanese figures in a highly coordinated
brigading campaign that used thousands of existing and newly created Facebook
accounts to achieve their goals

+ While the ostensible nature of Di Ba as an organic online community made it
a perfect actor for the Chinese government to maintain plausible deniability
in regards to the responsibility for their actions, some observers had pointed

out that “it would be a mistake to see these youngsters as an organized force
answering the call of the Party. Their tone and style set them apart from the more
uptight “online patrols” the Party dispatches to enforce its political creed”.

Il. International Campaign

Finally, a third group of websites, claimed to be part of the Blue Ribbon directory,

addressed English-speaking audiences with the stated goal of “denouncing the
violent mob” responsible for the Hong Kong protests.

This smaller network of websites was simpler in the structure and nature of its content. It
employed basic blog formats, and published pictures and videos allegedly proving unpro-
voked violence committed by members of the 2019 protest movement in Hong Kong. It
also made use of social media to promote the websites’ content.


https://www.thepaper.cn/newsDetail_forward_2077508
https://web.archive.org/web/20200930193710/http://www.legaldaily.com.cn/zt/content/2019-10/13/content_8015733.htm
https://thechinaproject.com/2017/11/15/chinas-little-pink-are-not-who-you-think/
https://web.archive.org/web/20160303224420/http://www.appledaily.com.tw/realtimenews/article/new/20160120/779777
https://web.archive.org/web/20160213093707/http://chublicopinion.com/2016/02/09/subculture-hegemony
https://web.archive.org/web/20160213093707/http://chublicopinion.com/2016/02/09/subculture-hegemony

24

BEAUTIFUL BAUHINIA

b. AWell-Sequenced Timeline Suggests Coordination
Between The Different Assets

Some of the strongest indications of the possible coordination between the different
asset families is provided by the timeline of the operations across HKLEAKS and the
Blue Ribbon network, as well as the coincidence of its timing with other possibly
related events. In this section, we take a birds-eye view of it, and propose to divide
it in four separate phases to fully understand it.

The Full Timeline

Below, we take a holistic view of the timeline of activity for each of the main assets
involved with the goal to assess the likelihood of coordination between them. For simplic-
ity’s sake, we have decided to exclude the secondary Telegram channels replicating
content from both or either the websites and their main Telegram platforms.

Legend

RED: HKLEAKS (doxxing) assets GREY: HK-Protest and Truth-HK (“denouncing
the mob”) assets

PINK/RED: hkleaks|[.]cn, outlier

domain that cannot be confirmed as GREEN:

linked to the operation. BOXES: main events that could have

ORANGE: 803 Fund (bounties, overt influenced, or even triggered, the

organization) assets operations

BLUE: HongKongMob (bounties, TEXT: events in response to the operations

anonymous organization) assets YELLOW: emergence of COVID-19.

24 November 2019 District Coundll election.
Landslide pro-democracy victory.

HKLEAKER NET

@HONGKONGMOB (Telegram)
HK-PROTEST.COM

Twitter makes the 900 accounts'
removal public

HKLEAKSTM
HKLEAKS CC

HKLEAKS PW

HKLEAKS FUN

HKLEAKS ME

HKLEAKS NEWS

HKLEAKST) HKLEAKER COM
HKLEAKSKG. HKLEAKER CC

HKLEAKSKZ HKLEAKERNEWS

HKLEAKSWIKI TRUTHHKCOM (Facebook)

e
e o

HKLEAKSORG HKLEAKSDOG  HKLEAKS.CO @ILOVEHONGKONG2 (Twitter)

me e my_ o

National Security Law implemented
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Based on the timeline of the activities, we are defining four distinct phases for the opera-
tion. Juxtaposing some major and relevant political, societal, and other events to the
timeline can also help us consider their possible impact on them.

Phase 1: Inception (August-September 2019)

‘Twitter makes the 900 accounts'
public

Theinitial phase for the set of HKLeaks and Blue Ribbon operations began in mid August
2019. At this stage, street protests in Hong Kong had been happening with increased
intensity for approximately five months, and protesters had conducted a month-long
campaign to expose the identity of police officers in July. At the end of the same month,
Twitter removed about 900 accounts found to be linked to an information operation origi-
nating from mainland China, and also targeting the Hong Kong protests; the company
announced the takedown on August 19.

Just three days prior to the announcement, the first HKLeaks domain (.org) was launched
with its content doxxing protesters, and, on August 19, the date of the announcement,
the overt bounty website 803[.]hk also began its activity. Within one month of these two
ostensibly distinct assets are followed by:

* two briefly active back-up HKLeaks domains (.net and .com), and a third that will
have a longer lifespan (.ru);

* the officially affiliated HKLeaks Telegram channel; and

* 803’s official Instagram account, which only posted once and ceased activity immedi-

ately afterwards.

In the meantime, both the protest movement and other targeted groups (most notably,
the doxxed journalists from Apple Daily, the main independent newspaper in Hong Kong)

responded by filing a claim with the PCPD, which responded in consistent fashion on
September 17, both acknowledging the doxxing as illegal and admitting it had no power
to remove it.

Unrest on the ground continued to escalate, however, leading to violent clashes on
October 1 that continued for days. This coincided with the beginning of the second phase.


https://www.scmp.com/news/hong-kong/politics/article/3027716/journalists-pro-democracy-hong-kong-newspaper-apple-daily
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Phase 2: Full Force (September-October 2019)

HKLEAKS.CC
HKLEAKS PW
HKLEAKS.FUN
HKLEAKS ME
HKLEAKST)
HKLEAKS NEWS

HKLEAKS KG

We can identify the start of a second phase of the operation with the launch of the anony-
mous bounty websites, HongKongMob [.com and .ru], towards the end of September
2019. This coincided with a rapid escalation of the street protests to violent conflict,
culminating with the clashes between the protesters and the police during the 70th
anniversary of the founding of the People's Republic of China, on October 1.

In parallel to the activation of the bounty websites, several more HKLEAKS domains were
registered as back ups for the original ones, due to the repeated claims filed to the PCPD
to have them removed, and to probable online attacks, such as Distributed Denial of
Service (DDoS) ones. A particularly notable wave of new doxxing domains was observed
in the early days of October, with a total of 8 new pay-level domain (PLD)® HKLEAKS regis-
trations. At this stage, archived versions of the websites hosted on those domains show
that the operators had already started categorizing their targets with specific pages listing
for, as an example, reporters from what they called “Poisoned Apple” (Apple Daily), or

“mob accomplices”. A new section also began listing incidents attributed to the “mob

violence”, in a pattern that we describe in the section on the next phase “Diversification”.

Throughout the launch of this new wave of anonymous doxxing and bounty websites,
the 803 Fund continued its overt intimidation of protesters by offering monetary rewards
in exchange for information about their whereabouts and identity.

6 “The [pay-level domain, aka] PLD is a sub-domain of a public top-level domain, for which users
usually pay for. PLDs allow us to identify a realm, where a single user or organization is likely to be
in control. For example, the PLD for www.example.com would be example.com.” Hannes Miihleisen,
Web-Based Systems Group. “Vocabulary Usage by Pay-Level Domain.” Freie Universitat Berlin.

HKLEAKS.TM



http://webdatacommons.org/structureddata/vocabulary-usage-analysis/index.html#:~:text=The%20PLD%20is%20a%20sub,com%20would%20be%20example.com%20.
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Phase 3: Diversification (Oct 2019 - Jan 2020)

24 November 2019 District Council election.
Landslide pro-demacracy victory.
HK-PROTEST.COM

@HONGKONGMOB (Telegram)

@HONGKONGMOBCHANNEL (Telegram)

HKLEAKS.TM HKLEAKER.NET

HKLEAKS.PK
HKLEAKS.AF
HKLEAKS.ML
@ "Adistress call from HK" TRUTHHKCOM (Facebook)
0

HKLEAKS.CO TRUTH-HK.COM

Violent clashes. First PCPD injunction against
Police attacks Liniversities. the harassment of police officers

A third, longer phase showing more stability and consistency in the operation’s behav-
ioral signals began around mid October 2019, with more websites coming to join the Blue
Ribbon network, with a notable shift in focus that we started to observe on the HKLEAKS
websites: spotlighting the “violent mob”, in their own words, and addressing an inter-
national audience through the use of the English language. The precursor website was
hk-protest[.]Jcom, which was active for less than one month, although it remains visible
to this day. The companion website truth-hk[.]Jcom (and its own Facebook group) would
not display similar activity until mid December.

As the violent clashes continued to rage on the streets and in Hong Kong’s universities,
HKLEAKS and HongKongMob kept on with their own push. Several domains for the
former either kept multiplying the network’s content, or were created anew; while the
two Telegram groups for the latter started their activity at the same time as HK-Protest.
Notably, it is at this stage, in the early days of November, that the “Distress Letter from
Hong Kong” was spread over Weibo, soliciting the mainland audience's help against
the “violent mob”.

This phase is a continuation of the full effort seen in the weeks immediately prior, but it
displays the operation expanding its activity through new tactics, including more tradi-
tionalinformation operations using fictitious personas, and targeting a specific platform
(in this case, Weibo).



his.co

HKLEAKS.APP.
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B.com

HKLEAKS.RU
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Phase 4: Inertia and Deactivation (Jan 2020 - Present)

@FANSCLUB0167330 (Twitter)

National Security Law implemented

The operation lost its main momentum around the end of 2019, while keeping key assets
active, albeit intermittently. Save for a small number of new HKLEAKS domains, the new
creations were mainly a handful of Twitter accounts, representing both the doxxing wing
(HKLeaks itself) and the more recent Truth HK website.

January 2020 was, of course, when the first confirmed reports on a novel respiratory

disease out of mainland China began turning into what would shortly become a global

pandemic. The subsequent lockdowns will represent a key factor in the muzzling of the
street protests, and as a consequence, in a lower need for an online operation opposing
them. Finally, on June 30, 2020, with the pandemic raging, the National Security Law
was implemented, sealing the protests’ fate.

Some activity from the networks continued, mostly out of dwindling momentum, for a
few months. The HKLEAKS and Truth HK Twitter accounts remained active, the former
ceasing activity in mid 2021, the latter tuning back into the more generic pro-China polit-
ical content that had featured on the network of accounts disabled by Twitter during
the summer of 2019. A mirror set of websites for HKLEAKS on four pay-level domains
using slightly different nomenclature (hkleaker instead of hkleaks) that had originally
emerged in November also became briefly available in early June 2020.

In parallel, the 803 Fund slowed activity on its website, although some bulk updates to the
list of successful prosecutions is visible, as previously mentioned, up until January 2023.


https://bfpg.co.uk/2020/04/covid-19-timeline/
https://bfpg.co.uk/2020/04/covid-19-timeline/

c. An Interconnected Network: Interactions Point to Mutual
Partnerships

If analyzed in its entirety, HKLEAKS and the Blue Ribbon assets consistently inter-
acted with each other, suggesting a shared agenda to be pursued through different
tactical means more than a simple communion of intent.

HKLEAKS and HongKongMob

Within the self-styled Blue Ribbon network, HKLEAKS was most similar to
HongKongMob, the set of two mirror websites offering bounties on behalf of a
purported volunteer organization.

Examples of signals indicating a likely overlap between the operators for the two sets of
websites include:

* Code: the strongest indication of HongKongMob'’s direct affiliation with the HKLEAKS
network of websites comes from the website’s HTML code in one of its earliest Wayback
Machine captures (December, 5,2019).

* The HTML <meta> tags of the website, under the <meta name="keywords"> section,

where the website’s developer can insert keywords (not otherwise visible to the
website’s visitors) for search engines, include hkleaks and &#E##2 (Hong Kong
Declassified, another name used for HKLEAKS) as two of such keywords.

* The other keywords included all directly relate to the HongKongMob website, or the
underlying organizations claimed to be responsible for its management.

<meta charset="utf-g8"/>

<meta h'ttp-equiv="}:-U,ﬂ«-Compatible“ content="IE=edge" />

<meta name="viewport" content="width=device-width, initial-scale=1"/=

<title=Hongkongmob Fi#BER - ERTERERS, %@E%%E’]Lﬁml{/tlﬂew

f=meta name="keywords" content="hongkongmob, hkleaks, &&f#s, &re it , The BEN, S RERRBIESEENE"/>
<meta name="description” content=" }mm&l HFH" >

Figure 8: Screenshot from the source code for the December 5, 2019, Wayback Machine capture.
Highlighted, the <meta name="keywords"> string, including the following keywords: "hongkong-
mob,hkleaks, BB, BB RE BRI BBREEFEE A" The keywords in
(traditional) Chinese translate respectively to: Hong Kong Declassified, Hong Kong Mob, Hong
Kong Mob Network, Global Anti-Hong Kong Independence Mob Volunteer Alliance.

* Linkages: on occasion, HongKongMob included a few HKLEAKS domains as part of
the Blue Ribbon directory. For example, thisis visible on a November 1,2019 Wayback
Machine capture, where the hkleaks[.]dog, .news and .af domains are linked.



https://www.w3schools.com/tags/tag_meta.asp
https://web.archive.org/web/20191101232100/http://hongkongmob.com/links.html
https://web.archive.org/web/20191101232100/http://hongkongmob.com/links.html
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Figure 9: Screenshot from a November 1, 2019 Wayback Machine capture of the Links page of
hongkongmob/.Jcom, showing 3 links to HKLEAKS domains (in the red boxes). The link’s text is &
JBRRZR (Hong Kong Declassified).

* Timeline: two web domains and at least two Telegram channels created in the span
of little more than one month, coinciding with the “second wave” (September---
October 2019) of HKLEAKS domains (16 in total) being launched;

* OpSec: no information visible for the domains registration; Cloudflare protection
on both domains (.ru and .com); Russian-based hosting (for .ru); two distinct email
addresses from known anonymous email providers as the given contact:

+ hongkongmob@protonmail[.Jcom

+ hongkongmob@163[.]Jcom - a Chinese-based mainstream provider allowing
the creation of free personal email addresses.

* Layout: strikingly similar to the HKLEAKS websites. Like them, the header for
HongKongMob contains the single email address supplied as contact; a guarantee
that “the whistleblower information will not be leaked”; and a slogan overimposed to
a graphic banner. Both sets of websites also commonly utilized a “megaphone” icon
to highlight their main statements.


https://web.archive.org/web/20191101232100/http://hongkongmob.com/links.html
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Figure 10: Juxtaposition of the website headers for hongkongmob[.Jcom and hkleaks].]pk,
showing obvious similarities.

/
\‘\‘/‘

Figure 11: The two “megaphone” icons utilized by hongkongmob|.Jcom and hkleaks|.]pk,
respectively.

* Affiliation: the HongKongMob network also claims to be the work of “free netizens”
working “for those Hong Kong neighbors who have been beaten, hurt, and harassed,
for the entire Chinese people, Chinese people around the world, ethnic Chinese, and all
those who love Hong Kong and pursue justice and truth” until “the mob cockroaches
are completely eradicated,”in an example of the violent rhetoric that is typical to both
HongKongMob and the HKLeaks websites.

HKLEAKS and the Blue Ribbon Network

Several other indicators point to a broader coordination between the HKLEAKS
operation and part of the Blue Ribbon network.

For example, we conducted an analysis of the whole set of tweets posted by a Twitter
account, @FansClu80167330, created in May 2020, and which became active only in
October of the same year. This profile utilized the same iconography as HKLEAKS, and
promoted its domains by posting the HKLEAKS websites’ doxxing cards.

To conduct the analysis, we downloaded the account’s tweets, and visualized the engage-
ment dynamicsin Maltego. The following diagram shows the level of interaction that the
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profile (at the center of the picture) had with other Twitter accounts. For the purpose of
this analysis, interactions are defined through the following criteria:

* Followers
* Following
* Retweets of [resulting account]

* Mentions of [resulting account]

Thebiggerthebubble’ssizeinthediagram,the moreinteractionsthat @FansClu80167330
had with the related Twitter profile.

Xinhuaiihinese e . =
/ s hkoiinion

A
hkOlofficial
-w

People’s Daily

uoweniu i360__

~WatermelonJWSr:

___-youtubeminhao®
== -

hk-protest.com

Iiluvehunikung2

Hong g Tagong Wenhui Me

Figure 12: Diagram of the interactions between @FansClu80167330 and its Twitter network. Blue
“bubbles” represent Twitter users, with the related screen names; the orange ones are tweets
(retweets, mentions of the linked users).

The analysis surfaced several trends:

* The highest level of engagement is with profiles that Twitter has labeled as
Chinese state media entities (red boxes).

+ Theseaccounts are typically mentioned and/or retweeted by the HKLEAKS profile



¢ The interaction is unidirectional - meaning that there is no visible response
coming from them towards @FansClu80167330

* A secondary level of interaction happens with a set of profiles that, while not
representing state media entities, express clear pro-Beijing political views, often
interspersed with spam content ( ).

+ These accounts present strong similarities with those removed by Twitter in
August 2019, in that they do not appear to represent existing individuals or
organizations; mix spam and political commentary; and at times, link back to
themes that were seen as a strong focus for the information operation identi-
fied by Twitter

+ Forexample, the account @guowengui360, which was likely originally created
to target the exiled Chinese businessman we had seen as regularly targeted in
Chinese state-aligned operations

¢ Inthis case, however, the engagement with @FansClu80167330 is bidirectional:
The profiles follow the HKLeaks account back, and at times, retweet its content

* Afraction of the accounts that @FansClu80167330 interacts with can be identi-
fied as representing the Blue Ribbon network (blue boxes).

¢ Therelated Twitter profiles linked directly to websites belonging to that network
in their bio

¢ Engagement with them is minor

+ Notably, one of the accounts in this group has the screen name @ilovehong-
kong2: A quick review of the screen name @ilovehongkong (which was possibly
its firstiteration) shows that it had been disabled by Twitter as abusive, although

we cannot confirm that it had been part of the 2019 sets due to the screen names
for the accounts with less than 5000 followers being hashed

Finally, it was HKLEAKS itself that, on its main Telegram channel, advertised several Blue
Ribbon websites, among which are hongkongmobl[.]Jcom, hk-protest[.]Jcom, 803[.]hk,
and 12339[.]gov.cn.

Assessment #4: HKLEAKS was a Well-Resourced Campaign

a. Access To Personal Data

HKLEAKS likely also had access to privileged information on the individuals it
targeted. According to multiple sources, such information could only be obtained
from a state entity.

At the outset of the doxxing campaign, several people targeted by HKLEAKS flagged that
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theinformation posted about them was not publicly available. The Hong Kong based and
pro-democracy news outlet Apple Daily, of which the staff themselves were targeted
by HKLEAKS via a dedicated section of its websites, reported that “a number of victims
told Apple [Daily] that they questioned the source of the leaked data, possibly involving
the mainland public security departments. The "mugshots" of at least two people that
were published on the website were photos submitted by China Travel Service Hong
Kong when they applied for the ""Home Return Card". The same batch of photos has
never been made public.

The China Travel Service (CTS) is Beijing’s state-owned travel agency, and the only one
authorized to process travel permits between Hong Kong and mainland China. According
to press sources, Apple Daily reported to the PCPD that about one-third of the more
than 120 employees of the newspaper doxxed by HKLEAKS “suspected their circulated
photos came from their mainland travel permit applications”. Alvin KM Chan, a Hong
Kong based pro-democracy reporter, in August 2020 posted a detailed explanation on
Facebook of how he had concluded that the data used for his doxxing card could only

have come from his 2008 travel permit application to CTS. It did not show a scar under
his eyebrow that he has had since 2009; and the lettering on his name included the word
“31” which, while incorrect, was the only one that the CTS computer at the time would
accept for the related part of his name.

Alvin KM Chan @
3 August 2020

FHT1055EE, MEAT MR
BE—-RFERR, ANANASNEEEEEARE, 26CL—RIR2008FMAARNEIIF

T2 gy

Bt ti‘?!:J 250
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hﬂ“ B A E) R E > 2 X
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Figure 13: Screenshot from a post published on August 3, 2020 by the Hong Kong-based reporter

Alvin Chan, detailing how he had concluded that his doxxing card utilized a photo and personal

data that could only have been taken from his 2008 application for a travel permit to mainland
China, also known as a “Home Return Card”.


https://web.archive.org/web/20191223044911/https://hk.news.appledaily.com/local/realtime/article/20190919/60061486
https://www.ctshk.com/mep/zh/
https://www.ctshk.com/mep/zh/
https://hongkongfp.com/2020/08/05/hong-kong-newspaper-staff-claim-photos-leaked-on-doxxing-site-linked-to-chinese-travel-agency/
https://facebook.com/story.php?story_fbid=pfbid021xjoxhaGXMDyoiskwCxd9TEFHzVEYtpZ2z8jJpEgxpCoPgjhTsz735fmwfLkEjHZl&id=576883504
https://facebook.com/story.php?story_fbid=pfbid021xjoxhaGXMDyoiskwCxd9TEFHzVEYtpZ2z8jJpEgxpCoPgjhTsz735fmwfLkEjHZl&id=576883504

Following the initial press reports on the potential leak of private information from the
CTS, the agency responded to one of the outlets reporting it — Hong Kong Free Press —

by vehemently denying the mishandling of personal data, and threatening legal action
against “individuals and media reporting that distort the facts”. It did not, however,
address the merit of the allegations, or the evidence produced in their support.

Additionally, other reports pointed to a potential sourcing of the leaked information
from the mainland Chinese customs authorities. This would represent an even more
direct link between HKLEAKS and governmental entities.

b. High-Volume Content Production and Maintenance

HKLEAKS conducted sustained content production and regular maintenance of its
digital assets throughout its life span.

Since its inception in August 2019 until its most recent iteration (the still visible — as of
May 2023 — hkleaks[.]pk), HKLEAKS underwent regular updates, for a high volume of
doxxing content published on its websites.

The first version, hkleaks|[.]Jorg (August 2019), was simply a basic list of doxxing targets

with the related digital cards, displaying their personal identifiable information (PIl). The
initial target count was of no more than 60 individuals — 57 on a capture from September
1,2019. This evolved into a first iteration of the model, visible on hkleaks[.Jml, where the
website’s sections were expanded and diversified: the doxxing targets were then divided
into different categories, as explained previously in this report.

The aforementioned website hkleaks[.]pk was based, and further expanded,on this
latter model.

* Itslistof doxxingtargets reached a total of 2,800, the final count for the entire operation
* The website’s structure was more complex, and the doxxing was integrated with:

+ political commentary about mainland China and other countries;

+ anarchive of alleged “atrocities” committed by protesters; and

+ a collection of “decrypted rumors” in the form of anonymous opinion pieces
attacking the credibility of the protest movement, or insinuating the involve-
ment of foreign powers in their support

This final operating model denoted the high likelihood that dedicated staff with profes-
sional skills were involved with time allocated for the maintenance of the website. The
backend activity required to produce this volume and type of content must have included,
at the very least the:

* sourcing and vetting of the PIl for almost 3,000 targets;


https://hongkongfp.com/2020/08/05/hong-kong-newspaper-staff-claim-photos-leaked-on-doxxing-site-linked-to-chinese-travel-agency/
https://www.facebook.com/sunnychiuchupong/posts/pfbid02L6yvCXChvRBiDsbDwxrrZhRJeCsnDDrzHKUkAzPVVxvZ1TevKDKaK3TbsxPW7tZrl
https://web.archive.org/web/20190901202212/https://hkleaks.org/
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* tracking of domestic and international news about the protests;
* production of a substantial amount of blog posts commenting on such news;
* graphic and structural evolution of the website itself; and

* website infrastructure maintenance, also given the alleged attacks that HKLEAKS

sustained throughout its activity.

c. Professional Design

HKLEAKS had access to professional web design, including custom graphic design,
and developed its own recognizable layouts and visuals.

Throughout the operation’s lifespan, HKLEAKS displayed distinctive imagery that
appeared proprietary to its websites. For example, starting in late 2019, and up to 2023,
each doxxing card had a consistent layout, with the image of a rifle’s crosshair overim-
posed to the target’s face:

No.2B0EM

&¥ 1HaAClick \

Figure 14: Example of doxxing card taken from hkleaks[.]pk, the most recent version of the
HKLEAKS websites. The typical layout elements (the crosshair, the buttons, the watermarks, and
the background image in transparency) are visible.

HKLEAKS also had its own logo available and in use since the first publication of a doxxing
website. It was then consistently used by the operators across the different versions of
the operation’s websites.



Conclusions

HKLEAKS’ Nature and Legacy

The HKLEAKS campaign has subsided, but that was hardly due to any headwinds
it faced. In fact, it continued to dox thousands of Hong Kong protesters, journalists,
teachers and lawmakers for several years, and its output is still publicly visible on one
iteration of its websites.

The network claimed to be grassroots and volunteer driven. It claimed to be the underdog,
that it had “little resources and no voice”. But our findings indicate that this is almost
certainly not the case. It is highly unlikely that HKLEAKS was an organic or authentic
campaign. Our findings show that it was specifically designed to avoid attribution; that
it was well coordinated with other digital assets, including with mainland Chinese state
media; that it had ties to the mainland; and that it was well resourced.

Analyzing the available evidence, we can therefore conclude that HKLEAKS was an artifi-
cial, well-crafted influence campaign designed to help suppress the protest movement,
and that, at a minimum, it received support from Beijing.

The role of the Hong Kong authorities is noteworthy. In 2019, then privacy commis-
sioner Stephen Wong declared that HKLEAKS was a violation of the personal data
privacy ordinance, and that he had requested the website to take the illegal content
down. However, he also added that since the website was located outside of the
Hong Kong jurisdiction, there was little he could do in terms of enforcement. As a
matter of fact, a critical part of the HKLEAKS strategy was to play musical chairs of
sorts with domain names, most likely to dodge this kind of legal request for takedown.
The currently visible version of its website is located at a .pk (the Pakistani extension)
domain name, and hosted by the same Russian service provider that has sheltered
the operation since its inception, a provider notorious for hosting content that other
hosting services refuse to host.

In other words, the Hong Kong authorities could claim that their hands were tied with
regards to the privacy violations HKLEAKS was clearly engaging in. They could claim that

they have done all that they could have done.

But this was back in 2019. In 2022, the Hong Kong authorities adopted an amendment

to the personal data privacy ordinance that specifically targeted doxxing. Amongst other
actions, it has granted the privacy commissioner’s office the power to block websites
found to contain doxxing content. However, even with the new powers of the amend-
ment, the current privacy commissioner Ada Wong has refused to comment on the



https://www.pcpd.org.hk/tc_chi/news_events/media_enquiry/enquiry_20190917.html
https://krebsonsecurity.com/2021/01/hamas-may-be-threat-to-8chan-qanon-online/
https://insightplus.bakermckenzie.com/bm/employment-compensation/hong-kong-personal-data-privacy-ordinance-amended-to-introduce-anti-doxxing-provisions
https://hongkongfp.com/2023/05/22/hong-kong-doxxing-site-targeting-journalists-activists-still-online-almost-2-years-after-authorities-alerted-to-it/

website, while the Hong Kong police have not taken any actions to either remove the
offending content or investigate its origins. In effect, as the cited Hong Kong Free Press
article implies, the amendment to the personal data privacy ordinance has been tooth-
less to do anything about the doxxing of protesters, either for political or other reasons.

Future Research - The Impact of Doxxing

While the direct effects of HKLEAKS and doxxing on activists and civil society groups is
beyond the scope of this paper, our analysis nonetheless raises salient questions about
the impact of such activities on individuals as well as the movement as a whole. Future
research should therefore ask to what extent did doxxing suppress the whole movement’s
activity, in addition to the personal and individual costs?

More broadly, a subsequent question is what are the implications of these findings for
internet freedom? We argue that HKLEAKS is a case that presents broader digital rights
implications that go beyond Hong Kong, or even China. Forexample, itis well documented
in research and reporting conducted by the Oversight Board, the organization created to
help the social media platform Facebook “answer some of the most difficult questions

around freedom of expression online: what to take down, what to leave up and why”,

that doxxing “can have some serious and lasting implications for vulnerable individuals,
putting their safety at risk and endangering their livelihoods and mental well-being.” This
research pertained to a completely different set of countries (Egypt, Jordan, Lebanon,
and Tunisia), showing that the threat does indeed have a global implication.

In summary, doxxing, the exposure of Pll with the purpose of causing harm, is a powerful
weapon which is largely unregulated, although some sparse legislation around the issue

has started to emerge. In the hands of resourced threat actors, such as a government or its
proxies, its firepower increases exponentially while the available defenses to civil society
remain unchanged. The inherent imbalance of power between attacker and attacked,
similarly as for other forms of coordinated online harassment, becomes a central point
that warrants future research.

Lastly, if HKLEAKS was conducted by either (or perhaps, both) the Chinese and Hong
Kong governments, our analysis suggests that there are no serious repercussions for the
state in doxxing its own citizens, and that other governments could rapidly learn how

to use this attack method effectively. Given the lack of consequences and relatively low
barriers to entry, future scholarship should also explore to what extent will other authori-
tarian states copy similar tactics? If digital repression is about raising the cost of activism,

then the HKLEAKS case suggests that doxxing can be a fairly low risk but potentially high
reward instrument of digital repression.


https://hongkongfp.com/2023/05/22/hong-kong-doxxing-site-targeting-journalists-activists-still-online-almost-2-years-after-authorities-alerted-to-it/
https://smex.org/wp-content/uploads/2022/02/Doxxing-of-Residential-Information-Targeting-Vulnerable-Groups_-Online-and-Offline-harms-Redacted.pdf
https://oversightboard.com/
https://oversightboard.com/
https://nltimes.nl/2023/02/02/doxxing-ban-likely-win-dutch-parliament-majority-today
https://ejpr.onlinelibrary.wiley.com/doi/abs/10.1111/1475-6765.12100
https://www.jstor.org/stable/23269961
https://academic.oup.com/isq/article/64/2/453/5823498
https://academic.oup.com/isq/article/64/2/453/5823498
https://www.science.org/doi/10.1126/sciadv.abl8198#body-ref-R4
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Appendix

Content Samples
HKLeaks Logo

Figure 15: Two versions of the HKLEAKS logo, taken from the hkleaks|.]Jpk and from the Twitter
profile @FansClu80167330 respectively.

“Solemn Statement”

EEIEE2HA | Solemn Statement

201956 AR, REFABHR2ESAORN. RHEILM, REFBLUSPHEEEERENE, GEHRBRE, BRASEETH, B8
BI2EREHRIEMMBEBEZE, BEERRN, RESHRNWRIME, RIIBIFTelegramifil, EREE20004FBERFR MDA LML
8, E15MEC O XBERNLENTESREEEMRER, —HRIERES, BREC, FSAMMEDKERR TRERRE.

HEPAREATHEE, PIDATMEEREEBMERL, SRTSERMEN. ITEHE), WMRERT/ES. KihEEEE RIS HE S RERE
WREERAABHEAZTE, BARME/IER, MRERBEETlegram$BEEHE, BHERMET (ERAK) BA, ZERWSHR
R, MEGITEE, SARMAEE, EHMAEMRELE, RUWNHSTE, TUREEE, TURNITE, FEEWNERYE, B
HEMEFER, BRBPFHBIE.

HMREESFTRRROAE. HUAS, MABEETTRENMR, TwEs, RREEENTRRSGERERRER, ks, TiEs
HARR, MRBHFTNEHEN, HEHRER). PRETEEROH —SSROWDELERE R, FEERNLLE LR, T85
IHEEHR AL ETR IS, DEBHRRERMA, HARMARFEMER, REBEFECHEFLEREER, BIBEEL, RERH, RYEE
. BEERE, ERREFLERERAFRPAL, HSEEE. HRZE, RBESSEISBTHRETARLRE.

Solemn Statement

Starting from June 2019, the Anti-Extradition Bill Movement has been featuring severe violence and rampages. We are stunned to find out that the rioters
have access to abundant supplies as in Occupying Central Movement in 2014, that they are also in full gear and well-equipped with radio devices for
coordinated actions, and that they can go on riots without worries behind as the 612 Foundation promises to offer financial support once arrested. Besides
street violence, the mob have also engaged in cyber violence by setting up doxxing websites and Telegram channels to publish personal details of over 2000
HK Police officers and Pro-establishment individuals. The grieving mother of Chan Yin-lam, the 15-year-old girl who was found dead at sea last September,
has had her personal information leaked online and was being harassed by calls in the middle of the night, just because she convinced that her daughter had
committed suicide and disagreed to discredit the HK police as the rioters wanted her to do so. With such a chilling effect imposed by the rioters, many Hong
Kong people dare not to speak out.

‘We believe in that evil will never prevail over good. That is why we set up this website “HK Leaks”. We hereby express our sincere gratitude to our
supporters and all those who have contributed to our website. Our website has suffered tremendous cyber attacks and suppression of all means from the mob
since its launch, however, we make it through. On the contrary, the websites and Telegram channels operated by the mob remain safe and sound. They even
made an announcement through Apple Daily to show their contempt for the court's injunction. All these attacks and suppression from the mob is a perfect
prove that we are doing the right thing. Indeed, we are the mob-buster. We know it very well that our opponents are so powerful that they can manipulate
media and press to distort facts, they resort to violence against those who may not agree with them, and have access to abundant supplies and fund.
Nevertheless, we will never kneel down.

‘We believe in that rule of law is a core value of Hong Kong society. Without rule of law, Hong Kong wouldn't have been as prosperous as it is now. Without
rule of law, it is impossible for Hong Kong to stand up to the rioters’ rampages, not to mention a bright future. If one could easily achieve his aim by
resorting to violence, then the whole society would sink into chaos. In April 2020, a 38-year-old police officer was arrested by the HK police over petrol
bomb plot on suspicion of perverting the course of justice, which shows that the Hong Kong Police is indeed upholding the rule of law. It is a blessing for
Hong Kong people to have such a professional police force. Those politicians who advocate the false idea of achieving justice by breaking the law are
merely deceiving our young generation to serve as cannon-fodder while having their own children stay out of the affair. We believe in rule of law and
oppose violence and doxxing in any form. We hereby urge the mob to stop immediately doxxing any Hong Kong police officers and Pro-
establishment individuals, and to take down and delete those profiles. We promise that our website would do the same if you do so.

BEEH

Figure 16: “Solemn Statement” manifesto on the homepage of the HKLeaks websites (in
Cantonese and English).
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Doxxing Cards
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Figure 17: Example of doxxing “cards” from a capture of the website hkleaks|.]Jpk. Each card could
be downloaded as an HTML file by clicking on the blue arrow on the top-right corner.
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Figure 18: September 2019 Wayback Machine capture of hkleaks[.Jorg — the first known iteration
of the HKLeaks websites — showing a simple homepage with the doxxing “cards” immediately
displayed.

[#5M5A ] SR BB RS R,  BKEEEATE |

Figure 19: Example of HKLEAKS content not related to the Hong Kong protests. 2021 article from
hkleaks[.]pk - the headline reads: “European parliamentarians detail China's development
achievements: don't be led by the nose by the United States!”
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FRRE

i Figure 20: October 2019 capture of the menu for the HKLEAKS

IR website at hkleaks[.]kg, showing new sections being added,

Bl E D such as “Mob Accomplices’, “Wanted In The City’, and “Mob

s Violence’. Fifth on the list is the section “Poison Apple reporters’,
dedicated to the doxxing of Apple Daily staff.

AEmRLE

BLAZAE
BREK
RIER(T

Twitter

MELBRER 2+ k) FFIFFEClick A\ #5 B R
#hkleaks.pk/hkleaks.ml #Z=F§T HE} 75 HER X5 HoREGIS #HIRIEE HER
R HEF B #EFBE twitter.com/18Agency18/sta...

-

@ E#MEBM Fans Club @FansClu8167330 - Mar 22, 2021

Figure 21: Example of tweet by @FansClu80167330 promoting HKLEAKS’ doxxing content, and
linking to a version of the HKLEAKS website (hkleaks[.Jml in this case).

@ilovehongkong

Account suspended

Twitter suspends accounts that violate the Twitter
Rules. Learn more

Figure 22: Screenshot of the header for the Twitter profile @ilovehongkong, showing that the
account had been suspended due to violations of Twitter’s policies.


https://web.archive.org/web/20191011151220/https://hkleaks.kg/
 https://twitter.com/ilovehongkong
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WeChat (Content Dissemination)

FRERE AN TEREN TILRESZ AR
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Figure 23: Sample of public WeChat messages (via search interface at weixin.sogou/.Jcom)
promoting the HKLEAKS websites in September and October 2019.

Weibo (Content Dissemination)

w5 mmA v +¥it e
© 2019-10-8 23:40
FBRE - =4 | MuskA XA | FRisiEs EEsal hkleaks.cc,
hkleaks.pw. hkleaks.kz, hkleaks.kg , fosyi |
T—AEREAE | LB ETATERE |
#EETTIHHNE RS+ # Y EHRMERAE R S #
l".‘
vy W L2 1053 &1 313 75 11995

Figure 24: Cached version of an October 2019 post on Weibo promoting three HKLEAKS domains
(.pw, .kz, and .kg).


https://webcache.googleusercontent.com/search?q=cache:2J-YGrvJqggJ:https://weibo.com/5539094363/IaBiB2Hs8&cd=10&hl=en&ct=clnk&gl=us#_rnd1685448312287

Telegram

.@-

Figure 25: Screenshot from a message sent
by the administrators of the main HKLEAKS
Telegram channel on November 12, 2019,
containing a list of digital assets promoted
by the HKLEAKS campaign. Among them are
several Blue Ribbon websites.

Note: we have obscured the name of the listed
Hong Kong currently aveilable URL Telegram channels as they are still mostly
visible, together with their doxxing content.

The Blue Ribbon Directory

Bounty Campaigns

HongKongMob

"eRRABRETEEHE
SFHEFETSRERMR

wEUH BARESBEAGBTELR!
POERZ TS NNEREDRARESD, NES E BHBR— SR THMNE! HONGKONG! BACK TO PEACE!

EE B EAEm RTEA

Figure 26: Header of HongKongMob/.]Jcom in October 2019.
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ReRIEEE |

FER RIS BOREHE. A3t HREDLE R RILSENR 28R, MEmEK!
Bl AiFSHEZ A RMERMF SR, W RHRMA woth for a tooth, APHEERERFERHF NG BRE
it

FRRMRIERAGEE, AR WA

HongkongmobS(HE-2 56 AL MR R @42 22 A3 I B AT I 2, BRI P BR 7R T P ARG 2 0 7 B S
Facebook. Twitter ™ IIBHAIZL BIIRIE, F7iE 5 «HAEDR (AR 1ROV . IEIEREIARE, [T WS TRE e .
VRGBS, KRIPHERN, SR8 ANEFHRAKEE. A8, BEEvEE RN TE, ReRAmLS
e BTN A

R E 2 A T IR GEARE, R A IR T, AR R H e, Bk
il !
rRii e Sap R
S A R T
Reckless Hong Kong mobs are now doing nothing but destroying Hong Kong.and Hong Kong citizens are angry! The
mobs wantonly disclose the privacy of Hong Kong police and their family members,which is so lawless

At present there are many righteous people who report to us the mobs around them and support us to do the same thing against
them.An eye for an eye and a tooth for a tooth.So we will disclose the information of the mobs and their family on the website.

Since we are volunteers of justice we hereby solemnly declare!

The privacy information of mobs collected by Hongkongmob will only be submitted to the police for investigation. The
information of the mobs disclosed on Hongkongmob website are from Facebook, Twitter and other public channels of the
Internet.If it violates the Personal Data(Privacy) Ordinance.it is not the intention of the alliance.You can contact us and
communicate related matters.

We welcome all righteous people to provide us with clues of mobs and look forward to more people from all social circles to
resist violent crimes.We hope that Hong Hong can return to peace and the rule of law as soon as possible.

Alliance of Anti HK Independent&Violence; Violence Volunteers

Alliance of Guarding Hong Kong Volunteers

Next

(=511 23

Figure 27: Hongkongmob[.Jcom’s version of the “Solemn Statement” model also utilized by HKLEAKS.

HKS$ 5,889.0
¥5.349.6
SR
unkown

10.18 113817

NO: MOB-1122

Figure 28: Example of bounty advertised on hongkongmob/[.Jcom.
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Figure 29: December 5, 2019 capture of the “Links” section of hongkongmob/.]Jcom, listing the
digital assets that the website’s operators dub as the Blue Ribbon network.

803[.]hk
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Figure 30: Header of the bounty website 803[.]hk

B R A
20196 LUK » BABARRIRISLIRETT AEEIEE » 8H3HIMBHAETIR  RIEAILSRIEE
-
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O S ABERE » RIS LR » U @ AE AT ST RSB <

Figure 31: “About Us” section of 803[.]hk. The description includes a line translating to: “All the
rewards for the redemption come from the private sector and will be crowdfunded in the future.”



https://www.803.hk/pages/about-us
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International Audiences Network

Violence Committed by Hong Kong Protesters

[ Home | Rumour Mill About
News Archive of Under

Reported Violence
Committed by Hong Kong Protesters

How Hong Kong Protesters destroy livelihood of others for own political gains
Click to learn more about what's Behind the Protest.

Causeway Bay 2021.07.01 Central 2021.06.30 Lam Tin 2021.06.29

A suicide terrorist have has stabbed a Terrorist have attacked the Explosive substances, weapons
Police officer from his back. The government house with petrol bombs seized as Hong Kong police arrest
officer was severelv iniured and... durina mid-niaht. No one was iniure... two men in Tuesdav raid.

Figure 32: Homepage of truth-hk[.Jcom in July 2021.

Hong Kong peaceful protest hijacked into riots and violence
The

of Hong Kong protest

Hong Kong protesters called "fight for democracy and freedom” to cover their violence acts, they burnt man alive, assaulted civilians, bullied
elder and abused women.

\What the HK former governor said about the violence

\What Neil Bush said about freedom in Hong Kong

\What about police brutality?

There is another site tells a more comprehensive story Truth HK

Figure 33: Current homepage of hk-protest[.Jcom (2023).
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Other

@ilovehongkong

Account suspended

Twitter suspends accounts that violate the Twitter
Rules. Learn more

Figure 34: Screenshot of the header for the Twitter profile @ilovehongkong. A profile with the
handle @ilovehongkong?2 linked to hk-protest[.Jcom in its biography section.

“A Distress Call From Hong Kong”
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Figure 35: Example of Weibo post from November 5, 2019, linking to the original text of “—£}3&
BEBHIKIUE - A distress letter from Hong Kong” (now deleted at that address). The account
posting it most likely does not represent a real person’s identity.

The full text of the letter (the original Chinese one, and its English translation) can be
seen below. After an introduction of the organizations purported to be behind the letter,
it gives an overview of the protests from the authors’ point of view. It then points readers
towards the website hongkongmobl.]Jcom, created “to release unedited crime scenes and
reveal the truth.” The letter ends with an emotional plea to the readers not to abandon
Hong Kong, should the authors, who claim to have “no money, no people, nothing [...]


https://twitter.com/ilovehongkong

Only a conscience and a tiny bit of power” succumb to alleged attacks by the protesters.

Note: the original text of the letter is in traditional Chinese, common in Hong Kong, and
not its simplified version, typically used in mainland China.

—HRBEFEBRIKIUZ

A distress letter from Hong Kong

BFERIN TREBRNTMENRE N 'TEFETRENE NERTHE
% o

PUfE B BAZR > FBREEME - F5 - JEE > BBR - §BEE > gL
MEY > BEEEER > RBLEAEE > EERSBICEENEREMEZIE
o BENFEREENEE » EFRENEENEERY - EEEXITA  BE
BOISHNEBECERERR  EXEALLEED « BEER |

HONG KONG TEARS A RIVER!
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GOD Bless HongKong!
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We are anonymous volunteers who founded the "Volunteer Alliance Against Hong
Kong Independence and Violence" and the "Protect Hong Kong Volunteer Alliance".

In the past four months, rioters in Hong Kong have blocked the subway, the airport,
the roads, surrounded the government headquarters, stormed the police station,
destroyed public and private property, insulted the national flag and national
emblem, attacked journalists and tourists, exposed the identity of police officers
and their family members recklessly, incited sexual harassment of the wives of the
police, and bullied the police's children who were still in kindergarten. These illegal
acts are shocking and outrageous! Today's Hong Kong is devastated, and Chinese
people all over the world are heartbroken and find this unacceptable!

HONG KONG TEARS [sic] A RIVER!

We righteous volunteers finally couldn't bear it anymore and chose not to be silent
anymore! We created the "Hong Kong Mob Network" (http://hongkongmob].]
com) to release unedited crime scenes and reveal the truth. On October 5, 2019,
Hong Kong began to implement the "Prohibition of Face Mask Regulations". We
launched the "National Mask Tear Off Campaign" on Hongkongmob, calling on
citizens to provide clues to the police. More and more people are joining us, and
enthusiastic citizens provide us with clues every day.

Now, the rioters are attacking us!

They launched a "flooding" campaign against us on forums promoting Hong Kong
independence and nearly a hundred Telegram groups, conspiring to take over our
territory, destroy our alliance, and break our will!

They attack us personally with the most vicious language possible.
They attack our website with the most despicable online attacks possible.

They forced the Privacy Commissioner to issue a warning to us, but they wantonly
exposed and harassed righteous people.

They got their people to massively flood our contact groups. .

They infiltrated our social media, stole the personal information of our group
members, and then doxxed them and threatened them one by one.

They have a propaganda team, they have a technical department, they have
fighters, they have a think tank, they have a big boss behind them, but what they
don’t have is a bottom line.

And us? No money, no people, nothing. We have only a conscience and a tiny bit of
power.

Our website was attacked, and we were even forced to take offline our "exposure



wall". And their attacks are still going on, and they are getting more and more
crazy. In the face of these attacks, we don't know how long we can resist? We don’t
know if members of our alliance will be in danger?

This is for all our friends who were beaten, hurt, and harassed, for all the Chinese
people, the Chinese overseas and abroad, and the ethnic Chinese, and for all
those who love Hong Kong and pursue justice and truth, this is for conscience and
justice! We will never bow to the rioters and the cockroaches! We will never back
down!

If we fall, please still believe: the Bauhinia is still beautiful. Please don't abandon
Hong Kong. Okay? Please!

Friends, if you see this letter, please spread the truth! Please help stop the violence
of the Hong Kong rioters! Please save our alliance, save our website. Save Hong
Kong!

GOD Bless Hong Kong!

Actually, our ideals are simple:

May the peaceful sky be free from dark clouds,

May the peaceful earth be free from harm,

May the silent man be free from violence,

May the people who have lost reason find their way back,

May restless Hong Kong return to peace!

Volunteer Alliance Against Hong Kong Independence and Violence

Protect Hong Kong Volunteer Alliance
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Indicators

Web Domains

HKLeaks & HKLeaker

Domain Creation Date Selector Selector Notes
Type

hkleaks[.Jorg  2019-08-16

hkleaks[.]Jnet  2019-08-30
hkleaks[.]ru 2019-09-06

hkleaks][.] 2019-09-27
wiki
hkleaks][.]kz 2019-10-01 ueonefind@protonmail[.] Email Most likely bogus regis-
com tration details. The email
Yoshida Yuki Registrant address is not used for
Name other domain regis-
. . . . trations. The street
[Prlvate.re5|dent|al Registrant address is mentioned
address' in Japan. We Address on two fashion e-com-
assess likely that the merce websites cached
_operators had selected by Google; it is unclear
it randomly, anfj W? are whether they were ever
therefore masking it to functional.
preserve the privacy of the
legitimate owner.]
hkleaks[.] 2019-10-01
dog
hkleaks[.]Jpw ~ 2019-10-02 S5k9uP2ya@protonmail[.]  Email Most likely bogus regis-
com tration details. The email
Yamakado Chie Registrant addressis not used for
Name other domain regis-

trations. The phone
number was also utilized
to register hkleaks|.]kg.

[Private residential Registrant
address in Japan. We Address
assess likely that the

operators had selected

it randomly, and we are

therefore masking it to

preserve the privacy of the

legitimate owner.]

+81697****** Phone
Number

hkleaks][.]cc 2019-10-02

hkleaks[.Jme  2019-10-02
hkleaks[.]fun  2019-10-02
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Domain Creation Date Selector Selector Notes
Type
hkleaks.] 2019-10-02
news
hkleaks[.]kg 2019-10-02
hkleaks][.]tj 2019-10-02 sdfjksldme@protonmail[.]  Email Likely bogus registra-
com tion details. Anonymous
San ChiNan Registrant email address, not used
Name elsewhere in domain
. . . . registrations data.
[Private residential Registrant
address in Hong Kong. Address
We assess likely that the The registrant name
operators had selected was assessed by native
it randomly, and we are Chinese speakers as
therefore masking it to likely made up; and the
preserve the privacy of the address was probably
legitimate owner.] selected randomly, given
+85229****** Phone the lack of any visible
$8500Q Fxx* Number connection to relevant
individuals and/or
organizations.
hkleaks[.Jml 2019-10-20 spiker@eludel.]in Email Most likely bogus regis-
Mr Nori Tsukiji Registrant tration details. The
Name email address and regis-
. . . . trant name are not
[Prlvate.re5|dent|al Registrant used for other domain
address in Japan. We Address . .
i registrations.
assess likely that the
operators had selected
itrandomly, and we are The email address is
therefore masking it to registered on an anony-
preserve the privacy of the mous email provider
legitimate owner.] hosted on the Tor
+81832****** Phone Network.
Number
hkleaks].] 2019-10-23
club
hkleaks][.]af 2019-10-23
hkleaks[.]pk 2019-11-10
(date of the first
resolution on
DDOS-Guard.
The domain
had likely been

first registered
earlier, although
it cannot be
confirmed if

by the same
actors.)
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Domain Creation Date Selector Selector Type Notes
hkleaker[.]net

hkleaker[.]Jnews
hkleaker[.Jlink
hkleaker[.]Jcom
hkleakerl[.]cc

hkleaker][.]
cloud

Unconfirmed

hkleaks[.]app
hkleaks[.]co
hkleaks[.]cn

hkleaks.wordpress[.Jcom [WORDPRESS]

HongKongMob
Domain Creation Selector Selector Type Notes
Date
hongkongmob[.Jcom  2019-09-20 Registrar:
NameCheap,
Inc.
hongkongmobl.]ru 2019-09-24 Registrar:

RU-CENTER-RU

803 Fund

Domain Creation WHOIS Data Notes
Date

803[.]1hk Holder English Name: MR CHUN
YING LEUNG

Holder Chinese Name: 2RI

Email: 803hk.sa@gmail.com

Domain Name Commencement
Date: 12-08-2019

Country: Hong Kong (HK)
Expiry Date: 12-08-2022
Re-registration Status: Complete

Account Name: HK9132681T

803hk[.]hk
803hk[.]Jcom.hk
803[.]Jcom.hk




Mainland Chinese Platforms

12339[.]gov.cn
12337[.]gov.cn

International Audiences

hk-protest[.]Jcom
truth-hk[.]Jcom

jophk[.]Jcom

DiBa
URL Name
https://facebook[.]Jcom/ HIEFRERZE

groups/1101110389929793/ [Diba Central Group Army]

https://facebook[.Jcom/ THIEPREHZE

groups/484793505597441 [Diba Central Group Army]

Email Addresses
HKLeaks /| HKLeaker

hkleaks@yandex[.]Jcom
hkleaker@yandex[.]Jcom
spiker@eludel.]in
S5k9uP2ya@protonmail[.Jcom
ueonefind@protonmail[.Jcom
sdfjksldme@protonmail[.]Jcom

803 Fund

803hk.sa@gmail[.Jcom

HongKongMob

hongkongmob@yandex|.]Jcom
hongkongmob@163[.Jcom
hongkongmob@protonmail[.Jcom
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Social Media
HKLeaks

@FansClu80167330 (TWITTER)

Blue Ribbon Directory

55

Name Platform Affliation
@803.hk Instagram 803 Fund
@ilovehongkong?2 Twitter hk-protest[.]Jcom
@truthhkcom Twitter truth-hk[.]Jorg
@truthhk Telegram truth-hk[.]Jorg
TruthHKCom Facebook truth-hk[.]Jorg

Twitter Takedown Of An Influence Operation

T tweet_text = :_'I‘ﬁ tweet_time = T tweet_client_na.. =
MRENFNHIEEREE  2019-07-25 02:25:00 Twitter Web App
XIPEFZ2HLAREN  2019-07-25 02:23:00 Twitter Web App
XHERELRILEZAZ  2019-07-25 02:22:00 Twitter Web App
XZ2EEKIENYIEE  2019-07-25 02:20:00 Twitter Web App

RFEBAS, Z5HER

RT @kashthefuturist

2019-07-25 02:19:00

2019-07-25 00:55:00

Twitter Web App

Twitter Web App

Figure 35: Screenshot of the last tweets sent in the datasets shared by Twitter. The data was
processed in Gigasheet by the authors. The date and timestamp are shown in the central column
— tweet_time — and display the date July 25, 2019.


https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong
https://gigasheet.com/
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